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What is a Privacy Impact Assessment? 

A Privacy Impact Assessment (PIA) is a process for analysing a program’s impact on individuals’ 
information and privacy. The process of conducting a PIA can help to identify potential privacy 
risks and develop risk mitigation strategies to address these privacy impacts before a project or 
initiative commences. 

 
Why perform a PIA? 

PIAs are recommended to assist with ensuring that projects are compliant with privacy laws. PIAs 
also demonstrate a ‘privacy by design’ approach, ensuring that privacy risks and potential issues 
are considered early. 

 
When to conduct the PIA 

It is recommended that a PIA is conducted as early as possible. It should be undertaken early 
enough in the development of the project that it is still possible to influence the project design and 
ensure that privacy is considered throughout the planning process.  

A PIA should be treated as a living document, which is updated throughout the course of the 
program to reflect any risks that may emerge as the project evolves. This is particularly important if 
the program is long running, has different phases, there is new or changing legislation or there are 
material changes to the project. Material changes can include changes to the nature or volume of 
personal information elements or implementation of a new system.  

 
Who should conduct the PIA? 

A PIA should be completed by the individual who is best placed to assess the risk for a particular 
program. Generally, whoever is managing the project will be responsible for ensuring the PIA is 
conducted. It is recommended that you consult with the Privacy Officer who can assist with 
identifying privacy risks and provide guidance on privacy legislation.  

 

Is a PIA necessary? 

It is advised that a threshold assessment is conducted to determine whether a PIA is necessary. 

The simplest threshold assessment is: Does the program or initiative involve the handling of 
personal information? 

If yes, consider conducting a PIA. 

Other factors to consider when conducting a threshold assessment: 

• the nature, size and complexity of the program; 
• large scale use of sensitive data or personal information; 
• the integrating of multiple databases; 
• engaging third parties to handle the personal information held by the University; 
• disclosing personal information overseas; and/or 
• use of innovative technology, including Artificial Intelligence (AI).  

Document the outcome of your threshold assessment. This record could include: 

• a brief project description; 
• whether the project involves personal/health information; 
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• a brief description of the personal and/or health information involved, including the nature 
and sensitivity of the information and the general purposes for which information will be 
collected, used and/or disclosed; 

• why this information is needed; 
• storage and security of the information; 
• access to and amendment of the information; 
• the views of relevant stakeholders about the potential impacts of the project on privacy; 
• whether a PIA is recommended or not; and 
• details of the person or team responsible for the threshold assessment. 

Liaise with the Privacy Officer regarding the conclusion of the threshold assessment. 

If a PIA has been recommended, perform the PIA in line with the following.  

 
Plan the PIA 
Planning should consider: 

• how detailed the PIA needs to be, based on scope; 
• who will conduct the PIA and assign responsibilities and actions; 
• the timeframe for the PIA; 
• planning for implementation of recommendations from the PIA and ongoing monitoring; 

and 
• whether internal consultation is required. Other areas that may be impacted, such as 

records management, human resources, information technology, legal and policy. 

 
Conduct the PIA 

Complete the template to conduct the PIA. Relevant sections include: 

• mapping information flows; 
• identifying privacy risks and possible remedial actions; 
• details of stakeholder consultation; 
• formulating recommendations, including actions required, timeframes and responsible 

persons; and 
• establishing how often the PIA will be reviewed.  

 
Internal PIA Register 
Completed PIAs should be provided to the Privacy Officer who maintains an internal PIA register.  
 

 

mailto:privacyofficer@mq.edu.au
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Executive Summary  
 

 

Describe in brief: 

• The purpose of the PIA 

• Brief project description and key information flows 

• A summary of findings 

• A summary of recommended actions 

 

  



 

Governance and Compliance Services                                                                                       Page 3 of 10  

 
PIA methodology 
Outline the approach taken, that is: 

 
- who was responsible for the PIA 
- who conducted the PIA (their skills and expertise) 
- key steps taken to complete the PIA 

 

Program  

Organisation  

PIA Drafter  Email  

Program Manager  Email  

Privacy Officer  Email  

Date Completed  
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Part 1 – Program background and details 
Description of the program and parties 
 

This section should include: 

• any relevant background and what it will achieve; 

• why the project is needed; 

• any links with existing projects; 

• who is responsible for the project; 

• timeframes; 

• whether the project will use innovative technology, such as AI; and 

• how personal and health information will be handled in the project, from beginning to end, 
explaining: 

- what information will be collected  
Does the project involve personal information? Does the program involve other 
information that has the potential to identify individuals? Does the program involve 
sensitive or health information? Is all the personal information collected necessary for 
the project? 

- how it will be collected  
Describe the means by which the information is collected. 
Is the personal information collected directly from the individual? Will the individual 
be notified about the collection of their personal information? Will any personal 
information be collected indirectly from another source? Will the individual be notified 
that their personal information has been collected from another source? Will any 
personal information be de-identified as part of the project? What will be done to 
ensure the ongoing accuracy, completeness and currency of the personal information? 

- how it will be stored 
List the policies, procedures or controls that the University implements to protect 
personal information. Explain how these measures will be implemented for this 
project.   
Describe the format in which the personal information will be stored (e.g. electronic, 
hard copy etc.) and where it will be stored (e.g. internally, external provider, cloud, 
third party platform etc.) 
How long will the personal information be kept for? (any relevant retention and 
disposal policies) 
How will personal information be destroyed once it is no longer required? Or as an 
alternative, will any personal information be de-identified once it is no longer 
required? 

- who will have access to it 
Describe the positions that will have access, how access is gained or controlled, and 
whether it is logged. 

- what it will be used for 
Describe what personal information will be used or disclosed, and for what purposes.  
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- any third parties to whom it will be routinely or otherwise disclosed 
Describe what information will be shared, with whom the information will be shared, 
the frequency of the disclosure, how the information will be shared and how the 
disclosure is authorised by the PPIP/HRIPA or other relevant legislation. Describe 
what information will be transferred outside of NSW, the jurisdiction the information 
will be stored, and how the information will be transferred.  

- Other considerations 
Identify the avenues available for individuals to request access to or correction of their 
personal information, and who is responsible for handling such requests.  
Who can individuals complain to if they have concerns about the handling of their 
personal information?  
At a high level, describe the steps that the University will take in the event of a data 
breach.  
 

 

Information flow diagram 
Delete this text and the text below and insert an information flow diagram.  

Insert here or attach as an appendix a diagram or table that shows the flow of information involved 
in the program. This should indicate the systems used, the parties involved (if applicable), and the 
methods of transfer. Where possible, indicate the types of information that flow, between the 
various stages or parts of the program, and between different parties. 
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Stakeholder consultation 
This section should include: 

• an outline of any internal and external stakeholder consultation that has been undertaken in 
relation to the program; and 

• where relevant, a summary of the outcomes of any consultation. 
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Part 2 – Analysis of privacy issues  
 

Some examples of privacy risks: 

• Consider the risk of unauthorised/unlawful collection of personal information.  
• Consider whether there is a risk of overcollection of personal information. 
• Consider whether the method of collection is fair and not unreasonably intrusive. 
• If personal information is indirectly collected, consider whether there is a risk of the information being inaccurate, out of date or incomplete. Consider the 

impact on individuals if they are not made aware that their information is being collected from another source. 
• If there are inadequate or no security measures in place, consider whether there is a risk that the information will not be properly protected, leading to loss, 

misuse, or unauthorised access, modification or disclosure. 
• If personal information is de-identified, consider whether there is a risk that the information can be re-identified. For example, de-identified information may 

be re-identifiable when matched to other information, or because of the way the de-identified information is used in the context of this program. 
• If de-identifying personal information once it is no longer required, consider whether there is a risk that the information can be re-identified. 
• Consider the risk of the information being held or retained longer than necessary or required.  
 

 
 Description of risk Consequence 

rating 
Likelihood 

rating 

Inherent 
risk 

rating* 
Accept Risk management strategy 

Residual 
consequence 

rating 

Residual 
likelihood 

rating 

Residual 
risk 

rating 
Owner 

1 
‘The risk of... event … 
caused by … how … 
resulting in … 
impact(s) …’ 

What is the 
impact of 
the risk? 

What is 
the 
likelihood 
of the risk 
occurring? 

What is 
the 
overall 
risk 
rating 
on? 

Is the 
risk 
accepted 
or not? 

Detail the measures taken (or to be taken) to 
mitigate and manage the risk. Where relevant, 
include the timeframe for implementing the 
strategy and identify who is responsible for it. 

What is the 
impact of 
the risk 
after 
security 
measures 
have been 
applied? 

What is 
the  
likelihood 
of the 
risk 
occurring 
after 
security 
measures 
have 
been 
applied? 

What is 
the 
overall 
risk 
rating 
after 
security 
measures 
have 
been 
applied? 

Who is 
responsible 
for 
monitoring 
and 
reviewing 
the risk? 

**Add more rows by clicking in the bottom right cell and pressing ‘tab’ 

 

*Use Attachment A to determine inherent and residual risk rating. 
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Part 3 – Action items, endorsement, document 
information 
This part details any action items identified, endorsement of the PIA, and document information.  

Action items 
Action items identified in Part 2 are listed here, along with the owner of the action and any 
timeframe within which the action needs to be completed. 

 
Action Owner Timeframe Completed 

1     

2     

**Add more rows by clicking in the bottom right cell and pressing ‘tab’ 
Endorsement 
The required endorsements for this PIA are listed below. This may include the program manager, a 
privacy officer, executive business owner, or any other responsible person.  

Name Position Signature Date 

    

    

**Add more rows by clicking in the bottom right cell and pressing ‘tab’ 

Document information 
Document title  

Document location  

Document owner  

Document distribution  

Related documents  

Next review  

Document version  
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Attachment A 
To remove as required 
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MQ Risk Assessment Matrix and Criteria  

https://wiki.mq.edu.au/download/attachments/234848710/MQ%20Risk%20Assessment%20Matrix%20and%20Criteria%20Sep-2022.pdf?version=1&modificationDate=1676244746000&api=v2
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