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A Privacy Impact Assessment (PIA) is a process for analysing a program’s impact on individuals’
information and privacy. The process of conducting a PIA can help to identify potential privacy
risks and develop risk mitigation strategies to address these privacy impacts before a project or
initiative commences.

What is a Privacy Impact Assessment?

Why perform a PIA?

PIAs are recommended to assist with ensuring that projects are compliant with privacy laws. PIAs
also demonstrate a ‘privacy by design’ approach, ensuring that privacy risks and potential issues
are considered early.

When to conduct the PIA

It is recommended that a PIA is conducted as early as possible. It should be undertaken early
enough in the development of the project that it is still possible to influence the project design and
ensure that privacy is considered throughout the planning process.

A PIA should be treated as a living document, which is updated throughout the course of the
program to reflect any risks that may emerge as the project evolves. This is particularly important if
the program is long running, has different phases, there is new or changing legislation or there are
material changes to the project. Material changes can include changes to the nature or volume of
personal information elements or implementation of a new system.

‘Who should conduct the PIA?

A PIA should be completed by the individual who is best placed to assess the risk for a particular
program. Generally, whoever is managing the project will be responsible for ensuring the PIA is
conducted. It is recommended that you consult with the Privacy Officer who can assist with
identifying privacy risks and provide guidance on privacy legislation.

Is a PIA necessary?

It is advised that a threshold assessment is conducted to determine whether a PIA is necessary.
The simplest threshold assessment is: Does the program or initiative involve the handling of
personal information?

If yes, consider conducting a PIA.

Other factors to consider when conducting a threshold assessment:

e the nature, size and complexity of the program;

e large scale use of sensitive data or personal information;

e the integrating of multiple databases;

e engaging third parties to handle the personal information held by the University;
e disclosing personal information overseas; and/or

¢ use of innovative technology, including Artificial Intelligence (AI).

Document the outcome of your threshold assessment. This record could include:

e abrief project description;
e whether the project involves personal/health information;
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e abrief description of the personal and/or health information involved, including the nature
and sensitivity of the information and the general purposes for which information will be
collected, used and/or disclosed;

e why this information is needed;

e storage and security of the information;

e access to and amendment of the information;

e the views of relevant stakeholders about the potential impacts of the project on privacy;

¢ whether a PIA is recommended or not; and

e details of the person or team responsible for the threshold assessment.

Liaise with the Privacy Officer regarding the conclusion of the threshold assessment.

If a PIA has been recommended, perform the PIA in line with the following.

Plan the PIA
Planning should consider:

e how detailed the PIA needs to be, based on scope;

e who will conduct the PIA and assign responsibilities and actions;

e the timeframe for the PIA;

¢ planning for implementation of recommendations from the PIA and ongoing monitoring;
and

e whether internal consultation is required. Other areas that may be impacted, such as
records management, human resources, information technology, legal and policy.

Conduct the PIA
Complete the template to conduct the PIA. Relevant sections include:

¢ mapping information flows;

¢ identifying privacy risks and possible remedial actions;

e details of stakeholder consultation;

e formulating recommendations, including actions required, timeframes and responsible
persons; and

e establishing how often the PIA will be reviewed.

Internal PIA Register
Completed PIAs should be provided to the Privacy Officer who maintains an internal PIA register.
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Executive Summary

Describe in brief:
e The purpose of the PIA
e Brief project description and key information flows
e A summary of findings

¢ A summary of recommended actions
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PIA methodology

Outline the approach taken, that is:

- who was responsible for the PTA
- who conducted the PIA (their skills and expertise)
- key steps taken to complete the PIA

Program
Organisation

PIA Drafter Email

Email

Program Manager

Privacy Officer Email

Date Completed
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Part 1 — Program background and details

Description of the program and parties

This section should include:

e any relevant background and what it will achieve;

e why the project is needed;

e any links with existing projects;

e who is responsible for the project;

e timeframes;

e whether the project will use innovative technology, such as AI; and

e how personal and health information will be handled in the project, from beginning to end,
explaining:

- what information will be collected
Does the project involve personal information? Does the program involve other
information that has the potential to identify individuals? Does the program involve
sensitive or health information? Is all the personal information collected necessary for
the project?

- how it will be collected
Describe the means by which the information is collected.
Is the personal information collected directly from the individual? Will the individual
be notified about the collection of their personal information? Will any personal
information be collected indirectly from another source? Will the individual be notified
that their personal information has been collected from another source? Will any
personal information be de-identified as part of the project? What will be done to
ensure the ongoing accuracy, completeness and currency of the personal information?

- how it will be stored
List the policies, procedures or controls that the University implements to protect
personal information. Explain how these measures will be implemented for this
project.
Describe the format in which the personal information will be stored (e.g. electronic,
hard copy etc.) and where it will be stored (e.g. internally, external provider, cloud,
third party platform etc.)
How long will the personal information be kept for? (any relevant retention and
disposal policies)
How will personal information be destroyed once it is no longer required? Or as an
alternative, will any personal information be de-identified once it is no longer
required?

- who will have access to it
Describe the positions that will have access, how access is gained or controlled, and
whether it is logged.

- what it will be used for
Describe what personal information will be used or disclosed, and for what purposes.
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- any third parties to whom it will be routinely or otherwise disclosed
Describe what information will be shared, with whom the information will be shared,
the frequency of the disclosure, how the information will be shared and how the
disclosure is authorised by the PPIP/HRIPA or other relevant legislation. Describe
what information will be transferred outside of NSW, the jurisdiction the information
will be stored, and how the information will be transferred.

- Other considerations
Identify the avenues available for individuals to request access to or correction of their
personal information, and who is responsible for handling such requests.
Who can individuals complain to if they have concerns about the handling of their

personal information?
At a high level, describe the steps that the University will take in the event of a data

breach.

Information flow diagram

Delete this text and the text below and insert an information flow diagram.
Insert here or attach as an appendix a diagram or table that shows the flow of information involved
in the program. This should indicate the systems used, the parties involved (if applicable), and the

methods of transfer. Where possible, indicate the types of information that flow, between the
various stages or parts of the program, and between different parties.
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Stakeholder consultation

This section should include:

e an outline of any internal and external stakeholder consultation that has been undertaken in
relation to the program; and

e where relevant, a summary of the outcomes of any consultation.
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Part 2 — Analysis of privacy issues

Some examples of privacy risks:

Consider the risk of unauthorised/unlawful collection of personal information.

Consider whether there is a risk of overcollection of personal information.

Consider whether the method of collection is fair and not unreasonably intrusive.

If personal information is indirectly collected, consider whether there is a risk of the information being inaccurate, out of date or incomplete. Consider the

impact on individuals if they are not made aware that their information is being collected from another source.

e Ifthere are inadequate or no security measures in place, consider whether there is a risk that the information will not be properly protected, leading to loss,
misuse, or unauthorised access, modification or disclosure.

e Ifpersonal information is de-identified, consider whether there is a risk that the information can be re-identified. For example, de-identified information may
be re-identifiable when matched to other information, or because of the way the de-identified information is used in the context of this program.

e Ifde-identifying personal information once it is no longer required, consider whether there is a risk that the information can be re-identified.

e Consider the risk of the information being held or retained longer than necessary or required.

Description of risk g il Risk management strategy
‘The risk of... event ... What isthe Whatis Whatis Isthe Detail the measures taken (or to be taken) to What is the Whatis Whatis Whois
el caused by ... how... impactof the the risk mitigate and manage the risk. Where relevant, impact of  the the responsible
resulting in ... the risk? likelihood overall acceptedinclude the timeframe for implementing the the risk likelihood overall for
impact(s) ... of the risk risk ornot? strategy and identify who is responsible for it. after of the risk monitoring
occurring?rating security risk rating and
on? measures occurring after reviewing
have been after security the risk?

applied? security measures
measures have

have been
been applied?
applied?

**Add more rows by clicking in the bottom right cell and pressing ‘tab’

*Use Attachment A to determine inherent and residual risk rating.
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Part 3 — Action items, endorsement, document
information

This part details any action items identified, endorsement of the PIA, and document information.

Action items

Action items identified in Part 2 are listed here, along with the owner of the action and any
timeframe within which the action needs to be completed.

1

n.

**Add more rows by clicking in the bottom right cell and pressing ‘tab’

Endorsement

The required endorsements for this PIA are listed below. This may include the program manager, a
privacy officer, executive business owner, or any other responsible person.

**Add more rows by clicking in the bottom right cell and pressing ‘tab’

Document information
Document title
Document location
Document owner
Document distribution

Related documents

Next review

Document version
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Attachment A

To remove as required
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Risk Assessment Matrix

CONSEQUENCE RATING

Sep 2022 —
&P Minimal

Almost certain

Over 90% probability; or expected to occur in most
circumstances; or expected fo occur multiple times
throughout a project

Likely

Befween 51-90% probability; or probable fo occur
in most circumstances; or likely fo occur in a
project, has occurred in similar projects

Possible

Befween 21-50% probability; or might occur, has
occurmed before; or has occurred in a minonty of
similar projects

(11) MEDIUM

(7) MEDIUM

Minor

(8) MEDIUM

Moderate

Major Severe

(12) MEDIUM 4) VER

(13) MEDIUM R

LIKELIHOOD RATING

Unlikely
Befween 1-20% probability; or could occur; has not
occurred before in simifar projects, butf could

Rare
Less than 1% probability; or very unlikely fo occur,
even in the longer term; or a '100 year event’

(5) MEDIUM

(9) MEDIUM (14) MEDIUM

(6) MEDIUM (10) MEDIUM

Level of Risk Rating

Rating Escalation and Action required

Escalation and Action required for Research specifically

Manage by routine procedures; Manitor frends

Consideration that the University can engage in the Activity or Amangement without modifications and risk management
sirategies are undertaken.

MEDIUM (5-14)

Specify management accountability and responsibility; Monitor frends and plan for
improvement

Consideration that the University may only engage in the Activity or Arrangement if certain modifications and risk
management sirategies are undertaken. List modifications and risk management strategies.

Escalate to senior management; Implement a detailed action plan to reduce risk rating

Caonsideration that the University should NOT engage in the Activity or Arrangement UNLESS significant modifications and
risk management sirategies are undertaken. List modifications and risk management sirategies. Follow up that
modifications and risk management strategies implemented.

Escalate to Executive Group; Implement a detailed action plan to reduce risk rating

Consideration that University should NOT engage in the Activity or Arrangement due to the impact of the risk on the
University. Cease associated activity.
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MQ Risk Matrix - CONSEQUENCE RATING
Consequence Criteria Minimal Minor Moderate Major Severe
Sep 2022
Risk Categur].r _ Rﬂputaﬁon Student disaffected; Autharity noles Authorities formally seak clarification; Authonfes and Govamment regisier Targedad enguiry and imvasfgation by Todal loss of confidence by
cancanm Student Groups regiser saparale strong concams and thraaban Autharities | Gav; Aust Wide press GovarnmantStudent
concams; MQ student body meadsa mvastigabion; Siate basad media; ntarast; Short tarm spike in adversa CommunityA [Funding & R

traffic, Localised social meadia traffic

Sacial madia fraffic (mainly spurous);
Multiple Studant Growps vocalisa
concams; Prominent Academic resigns

social media traffic; Widespraad
disaffectad Studant Commurity; Faculty
Dean or DVC resign; Loss of standing
within the Research Funding Community

Bodies; Intamational medsa attantion; YWids-
spraad prolonged advarse sacial meda
traffic; VC and Kay Execulives rasign

Risk Category — Academic
Matters

Minar coursa development ar
intraducad postponed

Couwrsa devalopment ar introducad
delayed

Loss of extemal accreditation of
course; Load sharing o suppart
signature courses and or resaardh;
Research projacts not prograssad;
New coursas not developed or
nfroduced; Ability o seak new
rasearch opparhmities ame limited

Suspension oficonditional Providar
Sfatus; Partial doswe of Dept;
Suspansion of viable/signature course;
Madarial breach of Resaanch grants /
conditions; Limitations on research
oppartunities

Clozure of a viable or signature course;

Planned research aciiity and growth not

viable; Closure of Dept: Loss of Provider

Status; LT unéon action; Inability fo staff
Dept

Risk Category — Legal and
Compliance

Technical non-complianca

Regulator enguiry, Minar legal issuas
and, ar braach of regulation

Regulatar issuas waming; Fine and
leqal costs up o $15M; Magor Figation;
Class Action;

Reguiatory sanchon rasulting in
suspansion of lcansa and ar conditions
an accreditation; Fine and legal costs up

fo $50M; Magor itigation; Class Action

Regulatary sanction rasulling in loss of
licenza [ accraditation; Fine and legal costs
exceading 350M; Major iigation; Class
Auction

Risk CEt&gUﬁf — Financial Lossigain able o ba absarbed in the Lossigain able io ba absorbed in the | Non-major initiatives are realliocaled bo | Lossigain i not abla o be absorbed in Lossigain cannot be fundad in the currand
current budget, Cash loss of <35M (or | curent budgeat in year by repriortisng | the following finandcal year; Cash less | cumant year budget ar provisions; funds | environmant; Cash loss of »350M (or »5%
<0.5% of revenus budgst) ba currant yaar initiafrvas; Cash loss of of §10-20M {or 1% - 2% of revenue are divared bo support critical actvities of revarue budgst)
$50-10M {or 0.5% - 1% of revanua budgat) only; Cash loss of $20-50M (or 7% - 5%
budged) of revarue budget)
Risk Categur].r — Wurkplan& Injury not requining first aid or can ba First aid incident not resulling in Medical treatment wifhout hospital Hospitalisation and ongaing or langar- Daath or permanant desability fo one or
self-managad medical freatment admission {erm traatmant Mmare persans

Health and Satety

Risk Category — Environmental

Minar revarsible impact fo low

Sheart barm revarsible impact an

Significant localized impact b

Lang farm damage to the ervirarmeant

Permanent damage io the envionment

significanca anviranmental location environment anviranmeant
Risk CEt&gUﬁf _ Infrastructure Teaching facilities are umable to ba Paris of a bulding within the Uniis | Ona building within tha Uni is unable ba | Mare than ona building within the Uniars |  Mare than onae building within the Uni are
oocupiad at the allocated time; Small unabda o be accupeed for profonged be occupsad for profonged period umable to ba occupied for prolongad unahbila o be occupied for prodonged period

rio of usars impactad by [T syslams
being temporarily unavailable

panod [greatar than 1mth durng
teaching semestar). IT Systems da not
oparale aficantly eroding padormanca

(graatar than 1mth during baaching
samester); IT Systems do not operate
efficiently eroding pedormance

pariod (greabar than 1mih during teaching
samastar); Tamporary loss of one or
mare Faculty /| Dept data; Critical IT
Systems unable to ba recoverad o
support aperations for up o 1mth

(graater than 1mih during baaching
semastar); Temporary loss of one or mara
Faculty | Dept data; Critical IT Systems
unabde to ba recovared to suppart
aperations far up fo Imth

Risk Category — Research

Research achties or cutputs will not
rasult in harm to paople, animals or fia
environment or i Australia’s national
sacunty [Unclassified and non-critical
fechnology research).

Resaarch activities or outputs have tha
patential to result in limied harm ta
peaple, animals or the enviranment; or
ta Australia’s national sacunty
[Unclassified and non-critical
technology reseanch).

Resaarch aclivities or autputs result in
imitad harm to paople, animals ar the
amvimnmant; or to Australia’s national
sacurily [Sansitve nformation or
critical tachnology resaarch].

Resaarch actwvities or autputs resultin
some harm to paople, animals or e
amvironmant; or to Australa'’s national
security [Classified information or larga
quantilies of sansive nformation, ar
cntical tachnolagy resaanch with natonal
security impact rating af hagh].

Resaarch actvities or autputs rasultin
significant harm ta peaple, animals or tha
anviranmant; or to Austraka’s national
sacunty [Highly classified information or
larga quaniities of classified information, or
intentionaliracklessinaghgent cniical
technology reseanch with national sacurity
impact rating of high].

MQ Risk Assessment Matrix and Criteria
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